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Abstract: The Internet acts as a worldwide information source for all users. In this pendemic the
whole world survive just because of the power of the internet. But the hackers used the openness and
flexible features of the internet for cyber attacks. One of today's most prominent and significant cyber-
attack is distributed denial-of-service attacks. This article focuses mostly on DDoS attacks, which
block network availability by overloading the target with a significant number of illicit traffic usurping
its bandwidth, overburdening it, and preventing legitimate traffic from passing through. In this research
work, we are going to describe DDoS attacks, how they will be defended, and the goals of an ideal
defense framework.
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I. INTRODUCTION
The Internet is a public worldwide network. Organizations all across the world have changed their
business models as a result of the internet's rise. Every day, an increasing number of people connect to
the internet in order to take advantage of the new business model known as e-Business. Internetwork
connectivity has therefore become a very critical aspect of today's business. Doing business on the
internet there are two sides. On the one hand, the Internet offers businesses enormous possibilities in
terms of reaching end customers. At the same time, it introduces numerous risks into the firm. On the
internet, there are both benign and malicious people. While an organisation makes its information
system accessible to innocent internet users, the information is also accessible to malicious users. For a
variety of reasons, malicious people or hackers can get access to an organization's internal systems.
These are weaknesses in software, failures in management, and systems that have been reset to their
default settings. In all areas of business and industry, including bank transactions, social media, e-mail,
and university e-services, network security has become critical. Recently, web and network services
have experienced intruder attacks. Hackers are constantly developing new Distributed Denial of
Service (DDoS) attacks that target both the application and network layers. [3]. DDoS is a cyber-attack
in which the attacker attempts to disable a system or network resource by flooding the target.
Researchers offered several ways of dealing with them. Attackers are sophisticated and intelligent
enough to circumvent security systems, while researchers are always developing new tactics and
countermeasures. Our contribution in this paper is as follows:

. Description of DDoS attack with latest DDoS attacks happened in the
history along with its impact on the business.

. Various Defense Mechanisms used against DDoS Attacks.

. The goals of the Ideal Defense Framework have been described.

. Various Validation techniques used for DDoS research have been
described.

1L DISTRIBUTED DENIAL OF SERVICE ATTACKS (DDoS)
A DDOS attack is an attempt by a hacker to flood the victim server with vast packets or traffic that the
server is inoperable to handle the further request as a result denial of service attack happens as shown
in Fig. 1. These networks are made up of malware-infected computers and other devices allowing an
attacker to control them remotely. Individual devices are known as bots (or zombies), while a botnet is
a collection of bots. The attacker can lead an attack after building a botnet by providing remote
commands to each bot.
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Figure 1: Distributed Denial of Service Attack
DDoS attacks are rising at an alarming rate in both frequency and severity in recent years [5]. Tab. 1.
shows some recent DDoS attacks [1]. Fig. 2. shows how deeply it affects our society.

Table 1: Recent DDoS attacks

S. No Date Event Impact

2017 Google Attack It was 2.5 Tbsp.

2020 Amazon Cloud It was 2.3 Thsp.

2016 Mirai Krebs It was 1.1Tbsp.

2018

GitHub It was 1.35 Tbsp.
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Figure 2. Companies affected by DDoS attack

III. DDOS DEFENSE MECHANISMS
DDoS is an abbreviation for Distributed Denial of Service. Attacks are on the rise, and they pose a
serious concern in today's digital world; as a response, researchers have offered several solutions.
Attackers are smart and intelligent enough to avoid security systems, and researchers are always
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creating new strategies and responses. There are four main approaches to dealing with attacks as shown
in Fig. 3:

DDoS Defense Mechanisms

AN

Prevention Detection Traceback Mitigation

Figure 3: DDoS Defense Classification

Prevention: It is often preferable to cure. As previously said, attack prevention is a measure that is
taken to deter an attack before it does harm to the network. Packet filtering is the most effective
solution when implemented close to the attack source, intermediate infrastructure, or destination
network [10]. Methods of prevention seek to address the vulnerability flaws that DDoS attackers use to
initiate attacks. However, it is hard to specify the rules for filtering that can segregate legitimate and
spoofed packets. Moreover, various filtering schemes require wide deployment to be more efficient.
Due to the openness and decentralization of the internet, prevention is a tough task.

Detection: The seriousness of the DDoS crisis, as well as the increased frequency of DDoS attacks, has
resulted in the development of various DDoS protection mechanisms. Detecting these in real-time is
the first step in combating such types of attacks. A lot of research has been carried out to detect these
attacks, but none of these schemes can satisfactorily detect these attacks [8-9]. Attacks can be detected
during the attack or after the attack. For DDoS identification, there are mainly two approaches:
signature-based and anomaly-based. Signature identification is based on a database of documented
attack signatures. Both incoming packets are linked to this index, and those that fit are discarded. As a
result, the signature must be specifically designed to explicitly define the attack to ensure that no valid
traffic produces a match. The target is to obtain a false positive rate of zero. However, the utility of
signature-based identification is limited to attacks involving easily matchable packet attributes and
previously identified signatures. Furthermore, this method is incapable of detecting these new forms of
attacks. As a result, false negatives are too common in novel assaults. Anomaly detection is the
opposite of signature detection. It recognizes that malicious activities change and that no protection
mechanism can anticipate or model them all. Anomaly detection, on the other hand, attempts to model
legal traffic and raises an alarm if detected traffic deviates from the model. The clear advantage of this
strategy is that previously unknown attacks can be identified if they differ enough from legitimate
traffic. Anomaly identification, on the other hand, is a massive problem. Since new applications are
being developed daily, legitimate traffic is becoming increasingly complex. Traffic dynamics vary
depending on the type of application and how it is used. Because traffic fluctuates, a model that
classifies real traffic too narrowly can result in a large number of false positives. A sloppy model, on
the other hand, will allow several attacks to go unnoticed, resulting in a higher likelihood of false
positives.

Traceback: If the attack has been found, the safest course of action is to stop the malicious traffic only
at the originating end, until it has a chance to damage the network. So, traceback techniques help over
here to find out the culprit and block it. There are different techniques used to trace back: Link testing,
Messaging, Packet Marking, Hash-Based Scheme, etc. Cooperation among various ISPs is critical in
the implementation of a traceback scheme. However, in the present situation, there is no such
coordination, which is a significant source of concern. Many cutting-edge traceback mechanisms fail
when an attacker is hidden under several layers of infected computers. Rather than exposing the name
of the real perpetrator, traceback stops at steppingstones. Because of the lower storage and bandwidth
requirements, marking methods have been commonly used in addition to other traceback techniques. A
traceback scheme always necessitates changes to current protocols or router applications. Around the
same time, there could be a need for extra support. As a result, ISPs are normally hesitant to implement
any of these improvements without finding incentives.

Mitigation: DDoS attacks are growing by leaps and bounds and it creates a critical problem because of
security breaches to the end-users a vast number of defense mechanisms have been implemented to
resolve this issue. But a 100% bulletproof solution against attacks cannot be obtained, as hackers are
intelligent enough to find the vulnerability in the existing defense mechanisms [4]. What people can do
is to make a system through which attacks can be found quickly with less collateral damage. DDoS
attack tolerance strategies focus on managing both intended and malicious traffic. Mitigation, on the
other hand, is known as the method of reducing the effect of a DDoS attack. The mitigation mechanism
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involves coordination between the various modules of the overall protection process, such as
identification, characterization, and traceback.

IV.  VALIDATION TECHNIQUES USED FOR DDOS RESEARCH
When a academic suggests a new detection or protection approach in the field of network security, the
suggested method must first be applied in the form of a network-based research for assessment and
then verified using the available set of validation tools [16]. There are four ways to validate in network-
based studies as described in Tab. 2.

Simulation: On a single computer system, simulation offers a repeatable and controlled framework for
network-based research. It's easy to set up and manage a simulation-based experiment. It allows
programmers to explore in a quick prototype and assessment environment, allowing many poor
alternatives to be rejected before attempting a complete implementation.

Table 2: DDoS attacks validation techniques

Attributes Extensibility Repeatability Fidelity Programmability Abstraction
Emulation Moderate Moderate Moderate Moderate Moderate
Real dataset Highest Highest Highest Lowest Lowest
Real system Lowest Lowest Highest Highest Lowest
Simulation Highest Highest Lowest Highest Highest

Emulation: It is the combination of simulation and real-world systems. Emulation combines genuine
operating system and application parts with illusory and simulated aspects such as soft network
connections, virtual intermediary nodes, and unrealistic background traffic. Emulation, on the other
hand, uses soft routers to make connections.

Real Systems: Actual systems provide accurate network circumstances, applications, real operating
systems, and platforms, and have been proved to be the best choice for network-based experiments.

Real Datasets: It provides the real data set to the researchers. Some attacks happened on the
ecommerce websites; data set corresponding to that event is used to apply certain detection algorithms.

V. GOALS OF AN IDEAL DDOS DEFENSE FRAMEWORK
An effective DDoS defense solution is that which can effectively prevent the denial of the service of a
victim to the legitimate users. According to the existing studies following are the goals for an ideal
defense mechanism:

o [Effectiveness: -A good DDoS detection and mitigation framework should effectively defend
and provide either sufficient prevention that makes the system attack proof or an effective
reaction so that the Dos effect is not observed at all. In the case of reactive techniques, the
response should be quick and automated to guarantee that the victim is not seriously injured.

e  Completeness: - A perfect DDoS protection should be all-encompassing. It must be able to
deal with any type of attack. While completeness is a desirable aim, it is difficult to attain
because attackers are likely to create new signatures for attack packets in order to get around
existing defences.

e  Minimum Collateral damage: - As previously stated, the goal of DDoS defence is to ensure
that legitimate users may continue to use their services. DDoS defense solution is such that it
can characterize the attack traffic from the normal traffic so that the defense framework can
only drop DDoS attack traffic not the legitimate traffic to avoid collateral damage.

e Low False Positive Rates: -The DDoS defense should activate its reactive mechanism only
when a DDoS attack is underway. A false positive occurs when a detective scheme detects an
attack when no attack is taking place. These false positives lead to collateral damage, as they
might trigger the filtering mechanism when there is no attack. It also results in extra
computational overhead concerning CPU cycles, memory, and delay caused due to processing
all the packets.

e Low deployment and operational costs: - A DDoS defense is meant to permit systems to
resume operations during DDoS attacks. There is an apparent economic cost of installing any
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commercial solution, including the costs of purchasing the hardware and software used to
operate it, as well as the administrative costs of setting up new security equipment or software.

VL CONCLUSION
DDoS is becoming a significant component of a long-term threat strategy, and attack automation has
increased. Several efforts are being made by researchers to battle it, but they are still unable to
eliminate the problem; instead, they are likely to represent a greater risk in the future. Several flaws,
such as the Internet infrastructure's dispersed and non-uniform architecture, corporate rules, privacy
regulations, and return on investment attract the hacker to breach the security policies for unscrupulous
reasons. But what we can do is to use effective and efficient defense approaches, so that false-positive
rates and false-negative rates can be reduced.
Acknowledgment: The authors would like to express their gratitude to IKG PTU for providing all the
resources needed to complete this study.
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