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ABSTRACT 

Publishing datasets plays an essential role in open data research and promoting transparency of 

government agencies. However, such data publication might reveal users’ private information. One of 

the most sensitive sources of data is spatiotemporal trajectory datasets. Unfortunately, merely 

removing unique identifiers cannot preserve the privacy of users. Adversaries may know parts of the 

trajectories or be able to link the published dataset to other sources for the purpose of user 

identification. Therefore, it is crucial to apply privacy preserving techniques before the publication of 

spatiotemporal trajectory datasets. In this paper, we propose a robust framework for the 

anonymization of spatiotemporal trajectory datasets termed as machine learning based anonymization 

(MLA). By introducing a new formulation of the problem, we are able to apply machine learning 

algorithms for clustering the trajectories and propose to use k-means algorithm for this purpose. A 

variation of k-means algorithm is also proposed to preserve the privacy in overly sensitive datasets. 

Moreover, we improve the alignment process by considering multiple sequence alignment as part of 

the MLA. The framework and all the proposed algorithms are applied to T-Drive, Geolife, and 

Gowalla location datasets. The experimental results indicate a significantly higher utility of datasets 

by anonymization based on MLA framework. 
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1. INTRODUCTION 

Publication of data by different organizations and institutes is crucial for open research and 

transparency of government agencies. Just in Australia, since 2013, over 7000 additional datasets 

have been published on ’data.gov.au,’ a dedicated website for the publication of datasets by the 

Australian government. Moreover, the new Australian government data sharing legislation encourage 

government agencies to publish their data, and as early as 2019, many of them will have to do so [2]. 

Unfortunately, the process of data publication can be highly risky as it may disclose individuals’ 

sensitive information. Hence, an essential step before publishing datasets is to remove any uniquely 

identifiable information from them. However, such an operation is not sufficient for preserving the 

privacy of users. Adversaries can re-identify individuals in datasets based on common attributes 

called quasi-identifiers or may have prior knowledge about the trajectories traveled by the users. Such 

side information enables them to reveal sensitive information that can cause physical, financial, and 

reputational harms to people. 

 One of the most sensitive sources of data is location trajectories or spatiotemporal trajectories. 

Despite numerous use cases that the publication of spatiotemporal data can provide to users and 

researchers, it poses a significant threat to users’ privacy. As an example, consider a person who has 

been using GPS navigation to travel from home to work every morning of weekdays. If an adversary 

has some prior knowledge about a user, such as the home address, it is possible to identify the user. 

Such an inference attack can compromise user privacy, such as revealing the user’s health condition 
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and how often the user visits his/her medical specialist. Therefore, it is crucial to anonymize 

spatiotemporal datasets before publishing them to the public. The privacy issue gets even more severe 

if the adversary links identified users to other databases, such as the database of medical records. That 

is the very reason why nowadays most companies are reluctant to publish any spatiotemporal 

trajectory datasets without applying an effective privacy preserving technique. 

A widely accepted privacy metric for the publication of spatiotemporal datasets is k-anonymity. This 

metric can be summarized as ensuring that every trajectory in the published dataset is 

indistinguishable from at least k − 1 other trajectories. The authors in [3], adopted the notion of k-

anonymity for spatiotemporal datasets and proposed an anonymization algorithm based on 

generalization. Xu et al. [4] investigated the effects of factors such as spatiotemporal resolution and 

the number of users released on the anonymization process. Dong et al. [5] focused on improving the 

existing clustering approaches. They proposed an anonymization scheme based on achieving 

kanonymity by grouping similar trajectories and removing the highly dissimilar ones. More recently, 

the authors in [6] developed an algorithm called k-merge to anonymize the trajectory datasets while 

preserving the privacy of users from probabilistic attacks. Local suppression and splitting. 

Lack of a well-defined method to cluster trajectories as there is not an easy way to measure the cost of 

clustering when considering the distances among trajectories rather than simply the locations. • The 

existing literature focuses on pairwise sequence alignment, which results in a high amount of 

information loss [3], [6], [8]–[10]. • There is no unified metric to evaluate and compare the existing 

anonymization methods. 

In this paper, we address the mentioned problems by proposing an enhanced anonymization 

framework termed machine learning based anonymization (MLA) to preserve the privacy of users in 

the publication of spatiotemporal trajectory datasets. MLA consists of two interworking algorithms: 

clustering and alignment. We have summarized our main contributions in the following bullet points. 

By formulating the anonymization process as an optimization problem and finding an alternative 

representation of the system, we are able to apply machine clustering algorithms for clustering 

trajectories. We propose to use k 0 -means 1 algorithm for this purpose, as part of the MLA 

framework. 

• We propose a variation of k 0 -means algorithm to preserve the privacy of users in the 

publication of overly sensitive spatiotemporal trajectory datasets. • We enhance the 

performance of sequence alignment in clusters by considering multiple sequence 

alignment instead of pairwise sequence alignment. 

• We propose a utility metric to evaluate and compare the anonymization frameworks. 

MLA and all algorithms associated with it are applied on two real-life GPS datasets following 

different distributions in time and spatial domains. The experimental results indicate a significantly 

higher utility levels while maintaining k-anonymity of trajectories. 

2. PROPOSED SYSTEM 

But above techniques are not reliable as malicious users can identify how to crack groups and noise 

data to know user location. To overcome from this problem author has introduce Machine Learning 

based data privacy preserving technique which consists of 3 models and this 3 models will provide 

more security and anonymize or generalized which cannot be easily understand or crack. 

1. Clustering model: in this model user locations will be clusters by using KMEANS algorithm and 

then calculate loss value. Loss value indicates difference between correct value and predicted 

value and the lesser the loss the better is the algorithm. The loss value will be saved to compare 
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with Dynamic Sequence Alignment Loss and this Dynamic Sequence is called as Heuristic 

Clustering Algorithm. 

2. Dynamic Sequence Alignment: In this module or algorithm we will take location form cluster 

member and then take random locations from original dataset and both this records will be 

aligned to get location which has minimal loss. 

3. Data Generalization: in this module user location will be generalized or anonymised by summing 

up location with loss values. 

3. RESULTS  

 

In above screen click on ‘Upload Taxi Trajectory Dataset’ button to upload dataset 

 

In above screen selecting and uploading taxi trajectory file and then click on ‘Open’ button to load 

dataset and to get below screen 
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In above screen dataset loaded and now click on ‘Preprocess Dataset’ button to remove empty values 

and then extract latitude and longitude location from above dataset 

 

In above screen dataset preprocessing completed and now click on ‘Run KMeans with DynamicSA 

Algorithm’ button to run KMEANS on dataset with Dynamic SA. This algorithm will group all 

similar location into same cluster and then perform DYNAMIC SA. 
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In above screen each location is processed and then calculating loss value with dynamic sequence 

alignment which align two locations by choosing minimal loss location. 

 

In above screen KMEANS loss is 0.09 and Heuristic Clustering (also known as Dynamic SA) loss is 

0.62. Now click on ‘Run Data Generalization Algorithm’ button to generalized data with loss value. 

In below screen in first record you can see real location values from dataset and in next screen same 

location was generalized or anonymised with above algorithms 
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In below screen you can see the same location is generalized with other values 

 

In above screen you can all location values are generalized so no malicious users can understand 

correct location. Now click on ‘Loss Comparison Graph’ button to get below graph 
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In above graph x-axis represents algorithm name and y-axis represents loss values generated for that 

algorithm and in above graph KMEANS got less loss so KMEANS is better in anonymization.  

4. CONCLUSION 

In this paper, we have proposed a framework to preserve the privacy of users while publishing the 

spatiotemporal trajectories. The proposed approach is based on an efficient alignment technique 

termed as progressive sequence alignment in addition to a machine learning clustering approach that 

aims at minimizing the incurred loss in the anonymization process. We also devised a variation of k 0 

-means algorithm for guaranteeing the k-anonymity in overly sensitive datasets. The experimental 

results on real-life GPS datasets indicate the superior spatial utility performance of our proposed 

framework compared with the previous works 
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