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Abstract 

The Internet of Things (IoT) connects a vast array of devices, ranging from home appliances to 

industrial sensors, creating an interconnected network of smart devices. IoT applications generate large 

volumes of sensor data, which are highly susceptible to security breaches and attacks. Cyber-criminals 

may exploit vulnerabilities in the IoT ecosystem to manipulate sensor data, leading to disastrous 

consequences such as unauthorized access, data falsification, and service disruption. In addition, IoT-

based attacks can lead to severe consequences such as data manipulation, privacy breaches, and 

economic losses. One of the major challenges is detecting and preventing attacks on the valuable sensor 

data collected by IoT devices. Traditional security methods designed for conventional networks may 

not be suitable for the complex and distributed nature of IoT systems. To address this concern, there is 

a need for specialized techniques tailored for IoT sensor data to protect these systems and their users. 

Further, the proposed work aims to contribute to the field of cybersecurity and foster more resilient and 

secure IoT implementations. This work introduces a comprehensive and practical solution to enhance 

IoT security. Here, Logistic Regression, and Random Forest classifiers are employed for attack 

detection from the IoT sensor data, where the first one is a straightforward yet powerful technique for 

binary classification, enabling the detection of simple intrusion attempts. Meanwhile, the Random 

Forest Classifier excels at handling complex patterns and interactions in data, making it effective in 

identifying sophisticated attacks with multiple variables and dependencies. By leveraging the strengths 

of these algorithms, the proposed approach provides a robust and advanced system for detecting a wide 

range of attacks in IoT sensor data. 

1. Introduction 

The general idea of the Internet of Things (IoT) is to allow for communication between human-to-thing 

or thing-to-thing(s). Things denote sensors or devices, whilst human or an object is an entity that can 

request or deliver a service [1]. The interconnection amongst the entities is always complex. IoT is 

broadly acceptable and implemented in various domains, such as healthcare, smart home, and 

agriculture. However, IoT has a resource constraint and heterogeneous environments, such as low 

computational power and memory. These constraints create problems in providing and implementing a 

security solution in IoT devices. These constraints further escalate the existing challenges for IoT 

environment. Therefore, various kinds of attacks are possible due to the vulnerability of IoT devices.  

IoT-based botnet attack is one of the most popular, spreads faster and create more impact than other 

attacks. In recent years, several works have been conducted to detect and avoid this kind of attacks [2]–

[3] by using novel approaches. Hence, a plethora of relevant of relevant models, methods, and etc. have 

been introduced over the past few years, with quite a reasonable number of studies reported in the 

research domain.  Many studies are trying to protect against these botnet attacks on the IoT environment. 

However, there are many gaps still existing to develop an effective detection mechanism. An intrusion 

detection system (IDS) is one of the efficient ways to deal with attacks. However, the traditional IDSs 

are often not able to be deployed for the IoT environments due to the resource constraint problem of 
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these devices. The complex cryptographic mechanisms cannot be embedded in many IoT devices either 

for the same reason. There are mainly two kinds of IDSs: the anomaly and misuse approaches. The 

misuse-based, also called the signature-based, approach, is based on the attacks’ signatures, and they 

can also be found in most public IDSs, specifically Suricata [4]. Formally, the attacker can easily 

circumvent the signature-based approaches, and these mechanisms cannot guarantee to detect the 

unknown attacks and the variances of known attacks. The anomaly-based systems are based on normal 

data and can support to identify the unknown attacks. However, the different nature of IoT devices is 

being faced with the difficulty of collecting common normal data. The machine learning-based 

detection can guarantee detection of not only the known attacks and their variances. Therefore, we 

proposed a machine learning-based botnet attack detection architecture. We also adopted a feature 

selection method to reduce the demand for processing resources for performing the detection system on 

resource constraint devices. The experiment results indicate that the detection accuracy of our proposed 

system is high enough to detect the botnet attacks. Moreover, it can support the extension for detecting 

the new distinct kinds of attacks. 

2. Literature Survey 

Soe et al. [5] adopted a lightweight detection system with a high performance. The overall detection 

performance achieves around 99% for the botnet attack detection using three different ML algorithms, 

including artificial neural network (ANN), J48 decision tree, and Naïve Bayes. The experiment result 

indicated that the proposed architecture can effectively detect botnet-based attacks, and also can be 

extended with corresponding sub-engines for new kinds of attacks.Ali et al. [6] outlined the existing 

proposed contributions, datasets utilised, network forensic methods utilised and research focus of the 

primary selected studies. The demographic characteristics of primary studies were also outlined. The 

result of this review revealed that research in this domain is gaining momentum, particularly in the last 

3 years (2018-2020). Nine key contributions were also identified, with Evaluation, System, and Model 

being the most conducted. Irfan et al. [7] classified the incoming data in the IoT, contain a malware or 

not. In this research, this work under sample the dataset because the datasets contain imbalance class. 

After that, this work classified the sample using Random Forest. This work used Naive Bayes, K-

Nearest Neighbor and Decision Tree too as a comparison. The dataset that has been used in this research 

are from UCI Machine Learning Depository's Website. The dataset showed the data traffic from the IoT 

Device in a normal condition and attacked by Mirai or Bashlite. 

Shah et al. [8] presented a concept called ‘login puzzle’ to prevent capture of IoT devices in a large 

scale. Login puzzle is a variant of client puzzle, which presented a puzzle to the remote device during 

the login process to prevent unrestricted log-in attempts. Login puzzle is a set of multiple mini puzzles 

with a variable complexity, which the remote device is required to solve before logging into any IoT 

device. Every unsuccessful log-in attempt increases the complexity of solving the login puzzle for the 

next attempt. This paper introduced a novel mechanism to change the complexity of puzzle after every 

unsuccessful login attempt. If each IoT device had used login puzzle, Mirai attack would have required 

almost two months to acquire devices, while it acquired them in 20 h. Tzagkarakis et al. [9] presented 

an IoT botnet attack detection method based on a sparsity representation framework using a 

reconstruction error thresholding rule for identifying malicious network traffic at the IoT edge coming 

from compromised IoT devices. The botnet attack detection is performed based on small-sized benign 

IoT network traffic data, and thus we have no prior knowledge about malicious IoT traffic data. We 

present our results on a real IoT-based network dataset and show the efficacy of proposed technique 

against a reconstruction error-based autoencoder approach. Meidan et al. [10] proposed a novel 

network-based anomaly detection method for the IoT called N-BaIoT that extracts behavior snapshots 

of the network and uses deep autoencoders to detect anomalous network traffic from compromised IoT 
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devices. To evaluate the method, this work infected nine commercial IoT devices in our lab with two 

widely known IoT-based botnets, Mirai and BASHLITE. The evaluation results demonstrated the 

proposed methods ability to detect the attacks accurately and instantly as they were being launched from 

the compromised IoT devices that were part of a botnet. 

Popoola et al. [11] proposed the federated DL (FDL) method for zero-day botnet attack detection to 

avoid data privacy leakage in IoT-edge devices. In this method, an optimal deep neural network (DNN) 

architecture is employed for network traffic classification. A model parameter server remotely 

coordinates the independent training of the DNN models in multiple IoT-edge devices, while the 

federated averaging (FedAvg) algorithm is used to aggregate local model updates. A global DNN model 

is produced after several communication rounds between the model parameter server and the IoT-edge 

devices. The zero-day botnet attack scenarios in IoT-edge devices are simulated with the Bot-IoT and 

N-BaIoT data sets. Hussain et al. [12] produced a generic scanning and DDoS attack dataset by 

generating 33 types of scans and 60 types of DDoS attacks. In addition, this work partially integrated 

the scan and DDoS attack samples from three publicly available datasets for maximum attack coverage 

to better train the machine learning algorithms. Afterwards, this work proposed a two-fold machine 

learning approach to prevent and detect IoT botnet attacks. In the first fold, this work trained a state-of-

the-art deep learning model, i.e., ResNet-18 to detect the scanning activity in the premature attack stage 

to prevent IoT botnet attacks. While, in the second fold, this work trained another ResNet-18 model for 

DDoS attack identification to detect IoT botnet attacks. 

Abu et al. [13] proposed an ensemble learning model for botnet attack detection in IoT networks called 

ELBA-IoT that profiles behavior features of IoT networks and uses ensemble learning to identify 

anomalous network traffic from compromised IoT devices. In addition, this IoT-based botnet detection 

approach characterizes the evaluation of three different machine learning techniques that belong to 

decision tree techniques (AdaBoosted, RUSBoosted, and bagged). To evaluate ELBA-IoT, we used the 

N-BaIoT-2021 dataset, which comprises records of both normal IoT network traffic and botnet attack 

traffic of infected IoT devices. Alharbi et al. [14] proposed Gaussian distribution used in the population 

initialization. Furthermore, the local search mechanism was followed by the Gaussian density function 

and local-global best function to achieve better exploration during each generation. Enhanced BA was 

further employed for neural network hyperparameter tuning and weight optimization to classify ten 

different botnet attacks with an additional one benign target class. The proposed LGBA-NN algorithm 

was tested on an N-BaIoT data set with extensive real traffic data with benign and malicious target 

classes. The performance of LGBA-NN was compared with several recent advanced approaches such 

as weight optimization using Particle Swarm Optimization (PSO-NN) and BA-NN. 

Ahmed et al. [15] proposed a model for detecting botnets using deep learning to identify zero-day botnet 

attacks in real time. The proposed model is trained and evaluated on a CTU-13 dataset with multiple 

neural network designs and hidden layers. Results demonstrated that the deep-learning artificial neural 

network model can accurately and efficiently identify botnets. 

3. Proposed System Design 

Activity diagram is another important diagram in UML to describe the dynamic aspects of the system 

as shown in Figure 1. Random Forest is a popular machine learning algorithm that belongs to the 

supervised learning technique. It can be used for both Classification and Regression problems in ML. 

It is based on the concept of ensemble learning, which is a process of combining multiple classifiers to 

solve a complex problem and to improve the performance of the model. As the name suggests, "Random 

Forest is a classifier that contains a number of decision trees on various subsets of the given dataset and 

takes the average to improve the predictive accuracy of that dataset." Instead of relying on one decision 

tree, the random forest takes the prediction from each tree and based on the majority votes of 
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predictions, and it predicts the final output. The greater number of trees in the forest leads to higher 

accuracy and prevents the problem of overfitting. 

 

Figure 1. Proposed system design. 

3.1 Random Forest Algorithm 

Random Forest is a popular machine learning algorithm that belongs to the supervised learning 

technique. It can be used for both Classification and Regression problems in ML. It is based on the 

concept of ensemble learning, which is a process of combining multiple classifiers to solve a complex 

problem and to improve the performance of the model. As the name suggests, "Random Forest is a 

classifier that contains a number of decision trees on various subsets of the given dataset and takes the 

average to improve the predictive accuracy of that dataset." Instead of relying on one decision tree, the 

random forest takes the prediction from each tree and based on the majority votes of predictions, and it 

predicts the final output. The greater number of trees in the forest leads to higher accuracy and prevents 

the problem of overfitting. 
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Figure 2: Random Forest algorithm. 

4. Results and Description 

The figure below shows a representation of a portion of the dataset used for detecting attacks in IoT 

sensor data. It displays rows and columns of sample data. 

 

Figure 3: sample dataset used for attack detection in iot sensor data 

           

Figure 4: Dataset summary of IOT sensor data 
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Figure 5: dataset after applying label encoding 

 

Figure 6: Features of a dataset after preprocessing 

 

Figure 7: confusion matrix of random forest classifier. 
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5. Conclusion 

In conclusion, the task of attack detection in IoT sensor data is crucial for safeguarding the security and 

reliability of IoT systems Collect, clean, and preprocess the IoT sensor data, including feature 

engineering and data normalization. Divide the dataset into training, validation, and testing sets while 

ensuring a balanced distribution of normal and attack instances. Train and evaluate machine learning 

models like LRC and RFC on the training and validation sets. Assess model performance using 

appropriate metrics, which shows the superiority of RFC model over LRC. Finally, the selected model 

used to predict attacks in IoT sensor data. 
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