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ABSTRACT 

In an open communication environment, such as internet, cloud, distributed systems, sensitive 

data must be encrypted prior to being transmitted. Encryption schemes are employed to protect 

confidentiality of sensitive data. However traditional encryption schemes cannot express 

complex access policy. Also the center must know all the public keys of the receiver. 

Decentralized attribute-based encryption (ABE) is an efficient encryption scheme and can 

express complex access structure. This scheme eliminates the heavy communication cost and the 

need for collaborative computation in the setup stage. Furthermore, every authority can join or 

leave the system freely without the necessity of re-initializing the system. In the existing system 

the system requires collaboration among multiple authorities to conduct the system setup and 

attributes of the user can be easily collected by tracing his GID (Global Identifier). In our system 

we are proposing a decentralized ABE scheme to protect the user’s privacy by tying all his secret 

keys to his identifier thus resisting the collusion attack. In our system only authorized user can 

decrypt the data as the system is provided with strong Access Control. The protocol of the 

system is very flexible to operate and scalable with the growth of data sharers. 

INTRODUCTION 

In this paper a novel secure data service mechanism, to efficiently achieve both of the secrecy 

and access control of data has been adopted. Specifically, the dynamic user can securely shift the 

data computing and distribution overhead to the server while the server has no idea about data 

content in the whole process. Additionally only authorized users can decrypt the cipher text 

while unauthorized users would learn nothing about the data. In this project the overhead of 

communication for the data sharing is reduced to the size of a re-encryption key. This could 

greatly reduce the cost of the user side which is charged based on the size of communication 

system. (Manikandan et.al., 2016, Sethuraman et.al., 2016, Senthil Thambi et.al., 2016). 

LITERATURE SURVEY 

The complexity of encryption is just related the number of attributes associated. The data file, 

and is independent to the number of users in the system. It achieves high scalability and data 

confidentiality. It achieves fine grained access control. Not flexible in attribute management. Not 
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scalable in multiple levels of attributes [1]. Fine-grained access control where User access 

structure is able to describe sophisticated logics over attributes. Collusion resistance where each 

user’s secret key has a unique secret sharing scheme. Secret keys from different users do not 

“match” each other. Not possible to assign multiple attributes to a single user, so flexibility is 

lost CP-ABE schemes that support numerical attributes (i.e., allow numerical comparisons in 

policies) are limited to assigning only one value to any given numerical attribute within a key 

[2]. The CP-ASBE scheme can be used by assigning multiple values to the group of attributes 

but in different sets. Using CP-ASBE, an efficient cipher text policy encryption scheme is 

obtained for several scenarios where existing CP-ABE scheme are insufficient. Single authority 

is responsible for all the user processes [3]. (Vasanthy and Jeganathan 2007, Vasanthy et.al., 

2008, Raajasubramanian et.al., 2011, Jeganathan et.al., 2012, 2014 Sridhar et.al., 2012, 

Gunaselvi et.al., 2014, Premalatha et.al., 2015, Seshadri et.al., 2015, Shakila et.al., 2015, Ashok 

et.al., 2016, Satheesh Kumar et.al., 2016).  

EXISTING SYSTEM 

A central authority controls a user’s access to sensitive data.Users are validated using their 

unique identities. Sender must know the public keys of the receiver. This scheme requires 

nonstandard complexity assumptions (eg:q-decisional Diffie-Hellman inversion) and interactions 

among multiple authorities .The system requires collaboration among multiple authorities to 

conduct the system setup .Attributes of the user can be collected by tracing his GID(Global 

Identifier) 

Demerits: *Difficult task to manage numerous user identities. * User is totally dependent on the 

central authority. * Cannot express complex access policy. * Sender must know all the public 

keys of the receiver. * Multiple authorities must be online and setup the system interactively. * 

Heavy communication cost and the need for collaborative computation in the setup stage. 

PROPOSED SYSTEM 

We are proposing a privacy-preserving decentralized ABE scheme to protect the user’s privacy 

using decisional bilinear Diffie-Hellman algorithm. In our scheme, all the user’s secret keys are 

tied to his identifier to resist the collusion attacks while the multiple authorities do not know 

anything about the user’s identifier. Each authority can join or leave the system freely without 

the need of reinitializing the system and there is no central authority. Any access structure can be 

expressed in our scheme using the access tree technique. Allow users to be validated by 

descriptive attributes instead of their unique identities. A user can share his data by specifying an 

access structure so that all the users whose attributes satisfy it can access the data without 

knowing their identities. Our scheme relies on the standard complexity assumptions by using 

privacy preserving extract protocol. 
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Fig 1: Proposed System 

RESULTS AND DISCUSSION 

This form is used to create a domain and register the domain in the system. It will get the 

Domain Name, Password, Email, Address and Contact No. from the user which helps the server 

to uniquely identify the Domain. While registering the Domain, the form validates whether the 

domain is already registered to the server or it is a new registration. 

 

Fig 2: Domain Registration 
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When Domain is accessed, new users are to be registered. For this we create a User registration 

form. It will get the user’s Name, ID, Email, Address and Contact No. for registration. This form 

also validates while registering. 

 

Fig 3: User Registration 

This form is used to register a new Data Customer using his Name and Email ID. In this stage a 

Secret Key is also provided to the customer. 

 

Fig 4: Data Customer Registration 

In this form the customer is verified by the server for a valid customer. 
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Fig 5: Data Customer Verification 

Next the secret key is validated to confirm that the customer is already registered with the local 

host. 
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Fig 6: Secret Key Validation 

Finally a decrypted file is received at the customer’s end which is same as the sent file by the 

owner. Thus the file is transferred successfully. 

 

Fig 5: Receiving Decrypted File 

CONCLUSION AND FUTURE WORK 

The decentralized ABE scheme has attracted a lot of attention, because it can reduce the trust on 

merely a single centralized authority. In order to resist the collusion attacks in the decentralized 

ABE schemes, the global identifier GID is used to tie all the user’s secret keys from multiple 

authorities together. However, this will risk the user being traced and impersonated by the 

corrupted authorities. In this paper, we proposed a privacy-preserving decentralized ABE scheme 

to protect the user’s privacy. In our scheme, all the user’s secret keys are tied to his identifier to 

resist the collusion attacks while the multiple authorities cannot know anything about the user’s 

identifier. Notably, each authority can join or leave the system freely without the need of 

reinitializing the system and there is no central authority. Furthermore, any access structure can 

be expressed in our scheme using the access tree technique. Finally, our scheme relies on the 

standard complexity assumption (e.g., DBDH), rather than the non-standard complexity 

assumptions (e.g., DDHI). A conjunctively combined scheme between key policy and cipher text 
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policy attribute based encryption are the previous available types of attribute based encryption. It 

allows simultaneously to access control mechanism over encrypted data. 

Involves policies over objective attributes ascribed to data. Other involves policies our subject 

attribute ascribed to user credentials. Previous two type of attribute based encryption can only 

allow either functionality one at a time. This can be implemented more efficiently.  
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